BACKGROUND INTORMATION 

1. A draft mocaorandum for tho Dlrector« subject t Belatiozitfilp 
Between Coiuiiunlcatlona Intelligence and Electronic CountenoeaeureSf 
haa been prepared within Plans and Policy Division. A coj^ of the 
draft is attached as Tab A. Althou^ the zaeznorandum has not yet been 
sutodLtted formally^ the birector was infbnoed of its eadstence* and 
on 12 Noveoiber 1953« he obtained a copy for the purpose of delivering 
it infonnally to General Srskine^ Assistant to the Secretary of Defense, 
on that date. 

2. On 23 Novonber 1953* the Secretazy of Defense sent a ffloijoranduni 
(T ab B) to the Joint Chiefs of Staff and Uie Director* requesting that 
the Joint Chiefs of Staff* advising with the Director* undertake a study, 
of the present SUNT .effort and forward recoamiendatlDna to the Sacretaxy 
of Defense within one month. Thus far* the Joint Chiefs of Staff have 
not requested the Director to fbmish advice on the matter. 

CURRENT CONSIDERATION 



3, A proposed position by the I^rector on how SUNT should be 
^nducted is attachsd as Tab C. The principal points in Tab C are 
suQji&arlaed belowa 

t. I^ere la a need for thorough coordination (1) between the 
several SLINT activities* (2) between SUNT and the remainder of alectronles 
comitermeasures (BCH) activities* including Jansning* counter- Jamming* cover 
and deocqption, etc., and (3) between BCM and CQI4IKT and COMSEC activities. 
Such coordination is required to resolve conflicting operations (e.g. Jamming 
Count) and to sccompUsh an eacchange of information and services between 
closely related activities (e.g, C0MII»T and SUNT), whereby those activities 
may be conducted in the most effective and econcmical manner. 

b. It is not considered possible to coordinate satisfactorily 
throxigh a liaison network Unking COUNT and CQHSEC with the several SUNT 
and other SCM activities* 

C« Coordination must be conducted with adeqiiate speed and security* 
without excessive interference with missions and responsibilities* and under 
a coordination pollqy applying with eqjual force to all authorities concerned* 

d. in view of the many activities and channels now concerned* r«q>ld 
and aecure coordination will require closer organisational ties. 



lines I 



and BCH ahouU ba raorganiged along the following 



eclassified and anoroved for release bv NSA on 02-06-2014 nursuant to E.O. 1352 





(1) USCZBf NSA, and the Service CrTptologlc Agencies should 
be re-^coi^ltutedf each retaining existing CCMHiT responsibility, and 
acquiring similar responsibility for SLIhT* 



(2) The existing relationship bc^sem COHINT authorities and 
CCSflNT consumers should be expaj»ied into a similar relationship bet^en 
SIGIKT (COMIhT-ELINT) authorities and SIGIhT consumers* Accordingily 
;}amming would be a SIClhT consumer activity* 

(3) The GOHSBC reaponslbilitles of USCSB, hSA and the Service 
Czyptolo^c Agencies should be interpreted as applying to the whole 
field of sign^ security* 






4* It is recoRiinended that Tab C be approved as a basis for ibmishing 
advice, as requested, to the Joint Chiefs of Staff* 
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HEUTIOMSHIPS between ECM, COKPra?> m> C0M3EC 

X. J*C,S« Memorandum of Policy entitled Joint Blectroaioa Cpunter- 
meaflures Policy containa the foHoving definition of SCMt 

"That major aubdividioa of the military use of electronics 
Involving actions taken to reduce the military effectiveness 
of enemy equipment and/or twitica enq^loying or affected hy 
electro-magnetic radiations.” 

2. SL31iT falls within the scope of ECM activities. The term ELIST 
is generally understood to refer to Imovledge derived from intercept and 
analgia of foreign non-communications electronic radiations* 

3. Public Lav 513 , 81st Congress^ 13 May 19^> defines communication 
intelligence as follows t 

"The term * communication intelligence* as ixsed herein should 
be construed to mean all procedures and methods used In the 
Interception of communications and the obtaining of infonoatlon 
from such communications by other than the intended recipients*” 

4* "C0141NT" is defined in NSCID No* 9 (Revised) as follows t 

"As used In this direct ive;^ the terms ’communications Intelligence* 
or 'COMINT’ shall be construed to mean all procedures and meidiods 
used in the interception of communications other than foreign 
press and pr<^agonda broadcasts and the obtaining of information 
from such communications by other than the intended recipients^ 
*but shall exclude censorship end the production and dissemination 



#See Public Law 513 , 8lst Congress, 1950 
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Gf finished intelligence." 

HSC l68| dated SO October 19!?3« defines "communications security" 
(COMSEC) as follows: 

"The protection resulting from all measures designed to deny to 
unauthorised persons information cf value Which might be derived 
from the possession and study of telecommunications, or to 
mislead unauthorised persons In their Interpretation of results 
of such a study. Communications security Includes: (1) trans- 

mission security, (S) crypto-security, and (3) physical security 
of communications security materials and information." 

6* There are certain basic relationships between SCM, CQMINT, and 
C(^£C* These relationships exist regardless of the arrangements whereby 
ECN, CQHXHT, and COMSEC functions are conducted. Among the basic relation- 
ships are: 

a. Common purpose : ECM, CQMIKT, and COMSEC activities are conducted 
for the purpose of waging radio warfare, wherein each activity contributes 
toward the U.S* objectives of (1) deriving maximum benefits from U.S, and 
foreign signals and (2) reducing the benefits Which the enemy may gain from 
tr.S. and foreign (including his own) signals. 

b. Initiated fiaietiona t COHSBC is largely a matter of protecting 
U.S. eommunlcailons against enemy COMmT activity, and functions of 
C<%BEC and CQH3ST therefore are closely related. In the field of non- 
comaualcatlous signals there are several functions similar to COMINT or 
COMSEC. In particular, COMUfT and ELIHT authorities employ similar types 
of facilities, persomiel, and techniques in the collection and processing 
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of foireign signals 
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o* ^ terdeyendencft i An. oxcbangs 6^ itform1;lon an& saWicos 
Isetveen £CM, OCmm, an& COMSBC Is required. For exaatplo, selective 
Jamming of foreign communications is not possible uxdess it is closely 
supported by CCKOni. 
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INATION BSTWSSN 



CQHIK1!. AKO C0M3SC ACTI VIT IES 



«• COHXNX and CaMSBC ftctivltleB should provide the foUoidng 
types of inforniatlon or services to £CU authozitiest 

(1) Information on CCHH^ or COKSSC equiptoents and techniques 
\ihich could be applied advantageously to SGH problsois. 

(2) Information and proposals regardiztg conflicting operations 
or undesirable duplication of effort* 

(3) £X3i functions idien such services are specifically requested* 

(4) Sharing with ECM authorities certain (30MB1T or CC3MSEC 
resources* 

b. Additional types of inforiaation or services <idiich should be 
furniiriied by COHINT activities to ECM authorities include i 

(1) technical intercept data for use in the control of active 
caoanunloations countemeasures^ and for use in identiljying signals 
encountered in the course of non>C(MXKT intercept. 

(2) COHINT end-products required for £CK plans and operations* 

(3) Non-coDB&unicatlons signals encountered in the course of 
Ca^INT activities. 

c* SCH activities should provide the following types of Information 
or services to GtSfIMT and CQHSEC authorities! 

(1) Information on equipments and techniques wiiich could be 
applied advantageously to SCM problems* 

(2) Information and proposals regarding conflicting operations 
or undesirable dujfLieatien of effort* 
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(3) COMINT or CX3MSEC fimetiona iriion auch services are 
<q;)eolfically requested* 

(4) Sharing with CQHINT or GOMSEC authorities certain £CM 
resources* 

d« Additional types oT irifonoation or services iihich shotild be 
furnished by fiCH activities to GQMXNT authorities include » 

(1) Characteristics of non<-coQssunications signals for use 
GCMINT authorities in identifying signals encountered in the course of 
C0C41NT intercept* 

(2) £CH end-products idiioh ia>uld be required as collateral 
intelligence for OOMXNT problems* 

(3) Caxnmunications sign^s ax»l other COMINT materials obtained 
in the coiirse of SCH activities* 

*2* Current Status * There is no policy governing the exchange of 

information and eervices betseen GCSilNT^ OQMSECj and £CH authorities* In 

the absence of a coordination policy^ liaison between the oxyptologlo and 

authorities Is conducted at the initiative of the responsible authorities 

of either side under whatever arrangements are mutually acceptable. For 

axamplef the Director, K3A, and the Director, Gonmunieations-SOLeotronics have 

"^raonally performed auch liaison on fTe<pient occasions* These directors have 

formed a committee wherein their representatives study xoatters of comnon 

interest* £C9 authorities also have invited C(^NT representatives (normally as 

observers) in various technical groups and such CCMINT participation has been 

beneficial, especially as far as common z^aeareh and deyelopBient interests are 

concerned* gxisting Uaiaon arrangements, however, do not iBeerb all coordination 
‘ ■ . . -1 - ' ■' *''' 
requirements* Fu3rther extensions of the liaison network idU make it quite 

ccfmplex from the standpoint of organisation, and will increase operating costs 
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in view of maimer in tdiich k«(y personnel must devote a considerable portion 
of time in meetings and on other liaison duties* Additional de^ciencies 



under eocisting liaison arrangements include frequent failures to obtain 



unanlmitT*, the time-consuming processes of reaching acceptcd>le compromises, 
and the securit/ restrictions which often prevent a comprehensive eacchange 
of information and services* 









!• In view of the vital isportance of aafaguarding CKDIUNT^ U«S* 

COMUiT policy and techniques have developed under conditions of strict 
conpartmentation* Althoui^ the principles of the policy and techniques 
thus developed ordinarily catmot, and are not intended to be applied to 
non-»00MlKT activities^ it is expected that several such principles are 
applicable to the ELINT efforts of the U«3* A suionary of applicable 
principles is furnished herewith for consideration by the Joint Chiefs 
of Staff in connection with their current survey of ELINT* 

2* As one of the basic principles of OQMINT (and it applies equally ’ 
to ELINT and to Intelligence derived from any other source) » the officials 
who use the end-produots in the planning and execution of operations should 
be relieved wherever possible of the tasks of produeing, synthesisingt and 
evaluating intelligence* Such tasks require the full time efforts of large 
nixoibers of technicians and administrators skilled in a variety of highly 
specialised fields* Intelligence staffs therefore should be provided for 
the functions of 

a* Ascertaining intelligence requirements and priorities in 
coordination with the officials who use the end-products » and 

b* Obtaining the Intelligence and furnishing it to those 
officials in a form best suited to their needs* 

3* In order to avoid duplication of effort^ the Individual Intelligence 
staffs ordinarily should not have operational or technical control over 
GOHINT collection and production resources* Ikidesired duplication of effort 
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’' conceivably could occur in a program vhich la uneconomical and yet 
affective* However^ In -view of (a) the great quantities azui types of 
foreign transmissions vdilch should be intercepted and processed to meet 
the total requirements of OQKBIT constuuers and (b) the present difficulties 
of meeting the adninum consumer requirements with existing collection and 
production facilities, any undeslred duplication of effort would reduce the 
effectiveness of OONINT while Increasing the cost* Operational and technical 
control of OOMINT collection and production therefore must be centralised* 
Accordin^^, the Director, NSA, Is responsible under the Secretary of 
Defense for such control over all COMINT collection and production resources 
of the U*S* In exercising this responsibility, he furnishes OOMXNT to the 
intelllgenoo staffs in accordance with requirements and priorities Indicated 
by those staffs, 

4* The several departments and agencies participating in OOMINT 

activities may consider It necessary to advise and make recommendations to 

the Secretary of Defense with respect to matters relating to OOMINT which 

fall within the Jurisdiction of the Director, NSA* These departments and 

agendas may also consider it neceesary to coordinate on other matters of 

OOMINT policy or operations* The Inatrument for filling the needs indicated 

above is the United States Communications i&itsUigence Board (USCIB)* A 

more detailed description of the Board and the NaJ;lonal Security Agency is 

contained In National Security Council intelligence Directive No* 9 (Revised)* 

5 * The principles discussed In paragraph 3 and 4# above, if applied to 

ELINT, would place under one authority the responsibility for operational and 

technical control of ELINT collection and production resources* That authority 

emente 

ELpT.to.lntelligenoe ftaffe in accordance with requln 
ana prlorltUeB Xnaicated by those staixs* A ^ard would be estabrished as 
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tea. iiistrvDaenti v£iere1}y the several departoeats end a^^eneles participating 

_ ' r • - -■'--- ' ' ■ 

in StSSS? sctlvltles vould coordinate on natters of SLZHT policy and 
operatiODft. 

6* She key to effective and ceoncaical conduct of £LXH!I! is tJooroue^ 
cooxdlnstlan (a) lietveen the several ISLJXS activities sad (b) betveen XLZST 
end the related activities vbich Influence or are affected by EUBT. The 
related activities include those vhlch are enaaaed in other eleotrooics 
couatemeasures {SOi), CQKIHT, and the cover end deceptioix aspects of CQMSEC* 

Sbe relatlaasbips between ECM, CCKXBTj^ and CGKSEC are discussed in Xnelofiure 1. 

The arranGeioent iadica]^ in pera^sraph above^ is cne of serveral possible 
arrangements whereby coordinatioa may be achieved between the several EI.JHT 
of ECH activities. For exastplCf la lieu of centralised control of EUBT 
coUectioQ and production, it nay be possible to aaintaln eloee liaison 

\ 

t]3e several SLZBT collectors, producers and ccmsutnera. On XZdST and •“r 
matters which Influence or are affected by COKIBT or COWSEC, however, the ' ‘ 
director, B3A, does not consider it possible to achieve satisfactory coordtna<* 

I 

tiott throueh a liaison network* The extent of coordination reguired between \ - 

\ 

sots, CCHIHT, and CCHSEC activities and the current status of such coordination , 

I 

are outlined in Inclosure 2* 

7* Zn the lif^t of the infomation contained in the inclosures, it is \ 

1 

ecnsldered essential that SCH, CGHZHT, and CCHSEC coordination be achieved 
under a policy vhitdi would apply witdx e(pial force to all autharities concerned. 
Such a policy should be prooulcEated by the Secretary of Defense, as the 
authority bavins eoBanon Jurisdiction ottm BCH, COHZST, and C0HSEX3 activities. 

Zn formulating that policy, the recpilreiaents for exchange of infonaatlon and 
services (as indicated in ZncXosure 1) should be renewed. Zn the course of 
the renew, the following conditions should be considered and all forseeable 





‘grtiblima of fnlX «oA fr«o exchoage under those coodltlons ihould he 
reeolvedi 

». Ixehanses would oauee eocceeslve Interference with £CM, 

COMZBT or CCUSEC ttiBSlonfl end reeponaibilitles (such ee the placing of a 
COMHn? reqiuireinent on a ISEtRET Mission which is already over«loaded with 
SCK xeg.uireaentB)« 

h* Sxohanges which would ha inconaiBtent with existing security 
safeguards (such as the release of C0NZH7 codeword naterials to xion-lndootrinated 
personnel}* 

e* Xxbhangea idilch wist he eon^leted without daisy throu^ the 
niniwiw possible focnoal or infonaal eheonels (such as CdUNI suEi>ort to 
CQOBBniicatlons counteroeasures)* 

6. The policy inentloned in paragraph T, ahove^* should provide guidance 
on hov to resolve conflicts which laeiy arise in the course of XCM« CXKENI, 
sad CCKSBC activities* As an exeople of possible conflicts, Jaiaaing prograna 
nay interfere with COHJHT efforts* 

9* She problem of lUU and free exchange^ as Mentioned in paragra]^ 7, 
shove, and the conflicts referred to in paragraph 8, above, most likely cannot 
he resolved unless liberal concessions are made by SCM or CCMIBS and CCHSEC 
authorltleB on (a) natters of responaihility for (l) their respective functions, 
and (2) for the supervision of exchange sstivltieB and orUier coordinated 
actions, (h) aecurity practiefs, or (e) tiae~lag8 in the receipt of exchange 
Materials and in the completion of other coordlxiated actions* Such coneessioaos 
should not he mads on the natters of tlMCllsess and security* The poesihillties 
of achieving suitable coordination by establishing closer organisational ties 
between SCK and (XNiaT-*CCKSEC acUvlties shouUl be honrestlgated* 

^ 10. The Director, BSA, does not have any XLHIT respansibllities and does not 
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3p^@St5"&o£aiXed jliif ornaHda' w-garding the xtreaent atatus of tbs BQLIHS or 
3BCM effort. Zho {drector therefore has not reeebed aa^- fine! conclusions 
aa the nost suitable organisational lorreogcoents for ecordlnsting the XCM, 
CatOXSi mH COMSEC efforts. On tbs bssis of a gtnsraX Inotfledga of the ECK 
sadL a detailed knowledge of COMIHZ and COHSEC efforts^ it is tcmtatlvely 
concluded that the aost effective end economical orgsalsatloo structure for 
conducting these efforts would be as outlined belows 

a* UBCIB^ BSAj and the Service Cr^nptologlc Agencies should be 
re-eonstituted;i each retaining existing CdCXBf authority or responsibility, 
sad acgialrlng alnilar responsibility or authority for the SUBS activities 
at the U« 8 » »\Accordlngiyi 

(l) Tron the steadpolnt of respcmslblllties, the dlstiactlon 
between cousaunlestlons elgnals end nm-coniaunleatians al«aals vould 

cease to exist, (Zhere actually haa never been a clear ddmarcatlon 

' \ 

between the two. } Xbe terns "conoanlcations" and "signals” «dui1|. be 
considered syocsuiaous^ and the poresent aignlfleance of "CGMHIT” aod 
”SZJllT”f conblned/ vould be enibodled in the term ” 8 XOI 8 T” (algnal ^ 

\ 

intelligence}. 

(S) Zn general, the authority or responsibility of U3CZB, USA, 

\ 

and the Service Cryptologic Agencies vould be stated in essentially \ 
the sane terns as those now used, except for the svihstitutlan of 
"SICBMI" for "CCMIHT”. 

( 3 ) Mo chsngea In U5CXB representation vould be re«palred, 

(U) Zbe director, MSA, vould have a clviliaa deputy vhoee ;^iaary 
responsibility vould be to ensure the ndblllsatloa and effective \ 
cnploynent of the best avatlahle human and scientific resources 
the fields of SZOIBT and other tayptologlc research and develojlinezit. 







b. Tho ttxiating ralAtlonahlp betneen CQKIhT ttuthoritlfts and CCHBiT 
consumsra (Including the machinaxy for stating requiraments and resolving 
oonlUets) should be soqpanded into a similar relationship between SIOIKT 
authorities and 3I0INT consumers* Accordini^f the Jamming of eneoqr glgpala, 
initiative deception^ and other ECK programs directly xelated to SIGIKT wouU 
be based on SlGlh'T^ coordinated with 3XGIMT authorities^ and conducted by 
SIGINT consumers* 

c* The CQHSSC authority or responsibilities of the United States 
CoDamuilcation Security Board (USCSB)^ NSA^ and the Service Cryptologic Agencies 
should be Intex^eted as iq>plying to the idiole field of signal security* 
Accordingly# defenses against enetiy Jacsstingf U*S* manipulative deception, and 
other EOi programs directly related to signal security would be based on 
technical information furnished by cryptologic agencies, coordinated with 
signal security authoritiee, and conducted fay the authorities responsible for 
the operation of signals equipment* 

d. With respect to SCH matters having both SHrlKT and signal security 
j^^Hj^eations, no special problems of coordination are foreseen* fbr example, 
coordination channels have already bean astabliahed between USCXB and USC33, 
and in the ease of NSA and the Service Cryptologic Agencies, it would bo a 
matter of internal coordination* 

11* An organisational structure such as is outlined in paragraph 10, above, 
la based solely on U*3* national considerations* Benefits of such an organisation, 
however, wottld also be realised in British-U.S* liaison on SIGIKT matters and 
in the j^anning and operation of SIGBtT under allied headquarters* The British 
organisation for SIGZNT is essentially the same as outlined albova, but the 
British, when coUaboratixig with the U*S. at present, must handle C0I4INT and 

SldM aaparateljr. SAGSUE iiow is planning to orgsmss GQKBiT ind £(M aetiviUss 



in SHAPE, and has conducted a planning conference for that purpose* The 





conference wee held during October 1953* v&o attended repreaentatlvea 
of the 0»S«, SACEURy the U.X«» and France. The U.S. repreaentatlvea (who were 
choaen from the staff of the Director^ NSA) maintained that a conaolldation 
of OOMINT and ECK aetlvltlea within SHAl^ would not be in eonaonance with the 
current U«3. policy and that U«S« contingentB to the SHAPE SIGIN7 organisation 
would be trained and equipped for CXMXN7 or ECH« but not both* All other 
delegatea held firmly to the position that all 3IOINT activities imiat be closely 
integrated within the SHAPE SIGltlT organisation* The conflict was not resolved* 
and SHAPE SIGINT planning thus has suffered a severe 8et->baek« 

12* It la recosanended that the Joint Chiefs of Staffs 

a* Concur in the conclusions set forth in paragraph 10* above* 
b* Fsropose that those conclusions be approved by the Secretary of 

Defense* 

c* Propose that the Secretary of Defense appoint an ad hoc group 
for the purpose of drafting directives intended to reconstitute SIGINT and 
signal security activities in accordance with the approved conclusions* 




